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INTRODUCTION

This document describes the process of installing DeskAlerts server and client packages. Please follow
these instructions carefully to complete the installation.

Basic installation and configuration usually takes several hours. In some cases, this time may be increased
because of specific server or environment configurations (such as the use of proxies, firewalls, Active
Directory police, or too many users in the Active Directory).

1. PRE-REQUIREMENTS FOR INSTALLING DESKALERTS

To deploy the DeskAlerts application, please ensure that you meet the following minimum hardware and
software requirements:

- 2GHz CPU or faster

- 1024 MB RAM

- 200 MB free hard drive space

- Windows 2000/2003 Server or Windows XP Professional

- 1IS5.1 or higher (with ASP required)

- MSSQL 2005 or higher

Note : make sure that the security mode of your MSSQL server is SQL and Windows Authentication (or
mixed for earlier versions of MSSQL).

2. SERVER CONFIGURATION

2.1. 11 S settings

2.1.1. To insert large files into alerts (such as Flash animations, pictures, or video), you should
appropriately set the size limit for attached files. See the Troubleshooting section for more information.

2.1.2. If you have the Active Directory module enabled, you should configure the IIS user permissions
properly. It is important to ensure that the user has permission to read Active Directory information,
including domains, groups, and users.

2.2. Proxy settings

If you use a proxy server in your environment, it is important that the proxy settings for IIS be correct. See
the Troubleshooting section for more information.
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3. DESKALERTS SERVER INSTALLATION

e Unzip the installation package into a folder on the server where you intend to host DeskAlerts.
e Double-click the file called Serverinstallation.exe. The setup window will appear.

e The installer will verify that your system meets the minimum requirements for running DeskAlerts
and will display a confirmation window:

§ serverInstallation Setup: ¥Yalidate Requirements - 0] x|

G ALERTS
Windows version: =P (5.1} Ok, MSSOL version:  MoM Fail
115 wersion: 5.1 Ok,
I~ ignore Ok You cannot inskall Deskalerts Database on
this computer.
—Help:

To install Deskalerts, wou musk meet these minimum requirements:
Micorosoft Windows Server 2000

Internet Information Services (1157 5,1

Microsoft SOL 2005/2008

If vwou do not meet minimum software reguirements, the installation will stop.
If wou da nok have MSSQL installed locally, wou can use MSSOL on a remaote machine,

Zancel |

If your system meets the minimum requirements, OK will appear beside each requirement, and the Next
button at the bottom of the window will be active. If the system does not meet the minimum
requirements, you will not be able to continue with the installation.

Iullsaft Install Svskem v, 29

Note: You can link to a remote copy of MSSQL to run DeskAlerts. If the screen shows that DeskAlerts
cannot find MSSQL locally and you intend to use a remote copy, you can simply continue the installation.

e When you have made the appropriate selections and have clicked the Next button, the installer will
unpack the installation files into a temporary folder. On the next screen, the installer will suggest a
location for installing DeskAlerts and will ask you to provide the URL for that folder. Write this URL
down and keep it in a safe place so that you can easily find the login screen for the DeskAlerts
Control Panel when the installation process is complete.
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# serverInstallation Setup: Internet Information Service -10] x|
G ALERTS
Installation path: I i\ Inetpubiwwwroot|Deskalerts _I
LIRL:

| htkp: /Y OUSERYER Deskalerts

v Yalidate server path

—Help:
Flease select the II5 File path where wou want ko install the Deskalerts,

Flease enter the URL ko Falder where Deskalerts will be installed as
htkp: ffdamain or hkkp ) (IR

Mullsafk Install System w2 29

= Bach I Blext = I Zancel

Softomate suggests that you accept the suggested installation location. When you are ready, click Next.
e The next screen involves the DeskAlerts database. In the Host field, enter the IP address of the
computer running an MSSQL Server. Accept the default value "alerts" in the Database field as well

as the default user name "SA" (meaning "System Administrator") in the Username field. Provide a
password for the SA user.

Note: Make sure the SA user has permission on the MSSQL Server to create new databases.
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ﬁ ServerInstallation Setup: Setting up the Deskalerts Dak - |I:I|£|
G ALERTS

SCL Host: I (local)

Database: I Deskalerts

Ilsernames: | 54

SRR EEE
Password: I |
—Help:

The infarmation is required For setking up the Deskalerts Database,

Host —is the name or the IP address of the computer where MSS0L is installed.
Diatabase —is the name of the alerts database is automatically created,
sername/Password — the M3SQL user must rights ko create new databases,

Mullsafk Install System w2 29

« Back I Blext = I Zancel |

Click Next when you are ready to proceed.

e The next screen gives you the option of installing the Active Directory (AD) add-on. If you choose
this option, DeskAlerts will operate in AD Mode and will automatically retrieve your username and
password from your AD-enabled domain whenever you log in. If you do not use this option,
DeskAlerts will function in Registration Mode (RM) which is similar to AD mode, but is more

suitable for sending notifications to Web-based users and customers outside the corporate
network.
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# serverInstallation Setup: Active Directory Add-on -10] x|
G ALERTS

—Help:

Active Direckory Add-on will import the lisk of users From ADYLDAP. It svnchronizes
Deskalerks with wour Ackive Direckory in real-time.,

If wou wish o skip this Feature, place a checkmark in the box For "o not install this
add-on" and continue.

:I If some check Fail vou should set
petrissions ko allow 115 users ta
access Ackive Directary,

For more informations please read
docurmnentations,

™ Do not inskall this add-oré
Mullsafk Install System w2 29

« Back I Blext = I Zancel

You can also check the "Do not install this add-on" checkbox if you do not want to install the AD feature.
When you are ready, click Next to proceed.
Note: See "Working with Active Directory" and "Working in Registration Mode" in the DeskAlerts

Administrator’s Guide for more information.

* You then have the option of installing the SMS (Short Message Service) add-on, which lets you send
DeskAlerts as text messages to users' cell phones.
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# serverInstallation Setup: SMS Add-on -10] x|
G ALERTS

LIRL: itk i api, clickatel . camhtkpfsendmsg

AP I0: |

sername: I

Password: I

Help:

SMS Add-on allows sending SMS messages ko mobile phones/devices fram the Deskalerts
Zontrol Panel.

SM3 Add-on uses Clickatell gatewa.
Please visik v, clickatell.com to receive &PT ID, Username and Password,
If wou wish ko skip this Feature, check the box For "Do nok install this add-on” and

[T Do not install this add-on
Mullsafk Install System w2 29

« Back I Blext = I Zancel

The URL field cannot be edited, and you will need to obtain your API ID, username, and password from the
service provider, Clickatell (http://www.clickatel.com). Enter this information in the appropriate fields. You

can also check the "Do not install this add-on" checkbox if you do not intend to use SMS messaging. When
you are ready, click Next to proceed.

e DeskAlerts offers an Encrypt add-on to provide message security. It is enabled by default.
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ﬁ ServerInstallation Setup: Encrypt Add-on - |I:I|£|
G ALERTS
Encrypt key:
Encrypk: i~ disable % enable
Help:

Encrypt Add-on allows encrypting alert messages.

If wou care about security you should use this add-on, IF wour Deskalerts Clients use
public netwarks ko conneck ko the Server, wou should use it as well,

Encrypt key is provided automatically, Sek Encrypt to "Enable” to install,

I wou wish ko skip this Feature, check the box For "Do nat install this add-on™ and

[T Do not install this add-on
Mullsafk Install System w2 29

« Back I Blext = I Zancel

The Encrypt add-on screen allows you to alter the encryption key or to select the "disable" radio button to
turn off encryption. You can also check the "Do not install this add-on" checkbox if you do not intend to
use encryption for DeskAlerts messages. When you are ready, click Next to proceed.
e A key feature of DeskAlerts is the ability to send surveys to users and to compile their responses.
Surveys appear in the same popup window that alerts use, but they allow readers to respond. The

survey feature will be installed automatically unless the "Do not install this add-on" checkbox is
checked.
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0/ x]
@ ALERTS

—Help:
Surveys Sdd-on
Survey manager add-on allows vou ko create questionnaires, inskant surveys and

opinion polls, Users will select their preferred answer directly in the alert window, Survey
results will be returned ko wau immediakel:,

IF wou wish ko skip this Feature, check the box For "Do nat install this add-on™ and
conkinue,

[ Do not install this add-or
Mullsafk Install System w2 29

« Back I Blext = I Zancel

When click Next, and you are satisfied with your configuration choices, click Install to start the installation
process.

e When the installation is complete, you will see a confirmation screen. Click Finish to complete the
process. You can now log in to DeskAlerts.

ACTIVE DIRECTORY SYNCHRONIZATION
After installation and running Control Panel, please go the Users or Groups tabs. When you click the
‘Refresh’ button, you will see the following form to choose domains and groups accordingly.

10
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AD Syncronizing

Fleaze select domains and groups fram Active Directory far synchronizing with DeskAlerts.

mote: ifyou can't see domains and groups below, your 15 user doesnt have all required permissions to watch AD structure.

Flease contactyour technical specialistto set required permissions.

™ DomMAIN
lC Synchranize all groups
o Synchronize selected groups

M MyYREWTESTDOMAIN
o Synchronize all groups
" gynchronize selected groups

™ noME
o Synchranize all groups
o Synchronize selected groups

[T SOFTOMATE
% gSynchronize all groups
. Synchraonize selected groups

M wWoRKGROUP
o Synchranize all groups
o Synchronize selected groups

Please note that the synchronizing process may take some time {up to several hours) depending on the number of groups

zelected and number of ugers in domains.

START SYMCHROMIZING

To refresh Users or Groups, press the ‘Refresh’ button manually each time.

4. DESKALERTS CLIENT INSTALLATION

4.1. Unzip the client.zip file from the DeskAlerts package to a location on the server that you can find
easily. You do not need to install it: it is now ready for use.

4.2. To customize the DeskAlerts Client, follow these steps:

Modify the conf.xml and version.txt files, both located in client | data | version (please see details
in the DeskAlerts User’s Guide).

11
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e Run the DeskAlerts Client Installer to create new files for distribution, or use a command window to
run the build_alerts.bat utility, which is located in client | data | version.

The DeskAlerts Client configuration file is called conf.xml. You will find it in the client | data | version
section of the client installation package that you received from Softomate. There you will also find
logo.bmp, history.html, and other files. These files can be changed as needed.

4.3. Launch Clientlnstallation.exe to build the installer for the client portion of DeskAlerts.

4.4. Provide valid paths and settings in the builder utility (such as the DeskAlerts server path). Do not forget
to check the “Use Active Directory” checkbox if you have an Active Directory module.

4.5. At the completion of this process, the installer files will be located in the “Release” folder. Now you
can set up DeskAlerts on client computers.

5. TROUBLESHOOTING

Some known issues occasionally arise when running DeskAlerts. These issues, including the following, can
be addressed by the administrator.

5.1. Statisticspageerrors

When an administrator or editor tries to view detailed statistics for alerts, surveys or user activity, errors
can appear on the screen.

This difficulty may be caused by date format differences between IS and MSSQL Server. To resolve this
issue, log out of DeskAlerts, open the config.inc file from the admin folder in a text editor, and locate these
strings:

Dim date_format(4)

date_format(1)="m"

date_format(2)="d"

date_format(3)="y"

These settings tell DeskAlerts to display dates as month/day/year. Try changing the strings so they read:
date_format(1)="d"

date_format(2)="m"

date_format(3)="y"

12
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This tells DeskAlerts to display dates as day/month/year. Save the config.inc file, log in to DeskAlerts again,
attempt to view the detailed statistics, and verify whether the onscreen error messages reappear.

5.2. Errorsuploading or downloading largefiles

When an administrator or editor is trying to upload large images, videos, or flash movie files to include in a
DeskAlert, the upload page may report an error, the upload may never finish, or a blank screen may
appear. DeskAlerts Client users may report trouble seeing images or playing movies included with alerts.

This issue may be caused by the current IIS settings being too small for the intended file uploads or
downloads. For example, the Windows 2003 server has a default file size limit of about 200 KB for uploads.
You can change the size limit by editing the [IS metabase.xml file.

e In IS, right click on the server name and select Properties. Check "Enable Direct Metabase Edit."
This will allow you to edit the file.

e Open the metabase.xml file in a text or XML editor. The file is located in
C:\windows\system32\inetserv.

e Find the AspMaxRequestEntityAllowed field. The default value is about 200 KB (204800).
Increasing the value to 1000000 will allow you to upload files of up to one 1 MB in size.

e Find the AspbufferingLimit field. The default download limit is 4 MB. If you need to include larger
movies, images or other files in alerts, you can increase this download limit.

e Save and close the file.

e In IIS, right click again on the server name, select Properties, and deselect "Enable Direct Metabase
Edit."

5.3. Difficultiesusing RSSfeeds or sending alertsusing SM'S

Occasionally, when an RSS URL is set in the Control Panel, users may not receive alerts through RSS, or they
may not receive SMS alerts sent through the server.

This difficulty may be caused by the proxy server settings preventing IIS from accessing external URLs
called from a script. To resolve this, use proxycfg.exe to adjust the proxy server settings:

e Openthe command window.
e Enter proxycfg.exe -d -p yourproxy:port, using the correct proxy port value in place of

yourproxy:port, and hit the enter key.
* Restart IIS and check to see if the problem is resolved.

5.4. AD synchronization difficulties

When attempting to synchronize with Active Directory, it may be the case that no new users/groups
appear in DeskAlerts Control Panel.

13
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This issue may be caused by your IIS user permissions. You should set permissions to allow IIS users to
access Active Directory, then restart 1IS and attempt synchronization once again. Please read 5.5 on how to
set permissions to IS users.

Troubleshooting: When you have set all permissions for your IIS user, you should try to run AD-test scripts.
Upload the scripts to your server and run them.

First, run the ad_test_domains.asp script, which shows you all available domains in your network.

Select one of domains from the list and insert it into the other scripts (ad_test_groups.asp,
ad_test_members.asp and ad_test_users.asp).

Also, make appropriate changes to the following string:
domain_name="SOFTOMATE"

Change "SOFTOMATE" to your domain name, then run the scripts.

If any of the scripts do not return results, make sure that:

1) your lIS server is located in one of your domain computers (the best location is the domain
controller);

2) IS users have appropriate permissions to access the Active Directory.

After you have made any necessary changes, run the scripts once again.

5.5. How to set permissionsto |1 Suser to access Active Directory

1) Open your computer management window and locate 1IS manager (see picture):

14
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E Compubter Management !El E

Drevi
= @ Skorage

7

a8

-2 Removable Storage
& Disk Defragmenter
el Disk. Management

= & Serwces and Applications
B Telephony

Services
WM Cu:untru:ul

- fi Default Web Site

ice Manager __I'web Service Extensions

5 [ 115) Manager

FTP Sites
Application Pools
Web Sites

‘Web Service Extensions =

Q File  Action Wiew Window Help |;|i|5|
= | BOEFRE |22 =0
= @ Syskem Tools ;I Mame | Skak
- {g] Event Wiswer _IFTP Sites Serv
c3 s_] Shared Folders _ Application Poaols
{| Performance Logs and Alerts I Web Sites Sapy

2

2) Select your website where Deskalerts Control Panel is located (on the picture it's «Default Web
Site»), right-click on it and select «Properties» from the drop-down menu.

E- 2 DS

= 4 Internet Information Services (11S) Manager
-1 FTP Sikes

#- | application Pools

=1 _J web Sites

[+

Explore
‘Web Service Ext =
+--__| ‘Web Service Exh Open
= tw sheet For th Permissions
ens property sheet For the cur
" Rroperty EBrowse

Stark
Stop
Pause

e
All Tasks

Wiew
Mew Window From Here

Delete

Rename
Refresh
Expork Lisk...

15
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3) Select «Directory Security» tab in the Properties window and click on «Edit» button on
«Authentication and access control» section.

Default Web Site Properties EE3 I

Web Site | Perfarmance | ISAPT Filters I Horme Direckorsy
Dracumenks Directory Security I HTTP Headers I Cuskom Errars

—Authentication and access contraol

Enable anonymous access and edit the
w authentication methods For this resource. Erit

= =

—IP address and domain name restrickions

Grant or deny access to this resource using
IP addresses or Internet domain names.

Edit. .. |

—Secure cammunications

Require secure communications and
enable client certificates when this

resource is accessed, _ i
Wiew Certificate. ..

Server Cerkificate. .. |

Edit... |

Ok Cancel Apply | Help |

16
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4) You will see «User name» of your IIS user.

Authentication Methods |

—Iv Enable anonymous access

Usze the Following YWindows user account For anonymous access:

Erowse,,, |

User name:

Password: ssssssnene

—authenticated access
For the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, ar

- access is restricked using MTFS access contral lisks
¥ Integrated Windows authentication
[~ Digest authentication For Windows domain servers
[ Basic authentication {password is sent in clear besxt)

[T .MET Passport authentication

Realm: I Seleck, ..

Default domain: I select, ., |

(04 I Cancel | Help |

17
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5) Open your «Active Directory Users and Computers» window, select the «Users» folder in your
domain and find the IIS user in the list.

{} Active Directory Users and Computers

@ File  Action Wiew indow  Help |_|5’|£|

e o |BE & B X PR R

@ Active Directory Use | Users 19 objects

RFETRE

|:| Saved Queries | pame | Tvpe | T
E|" Eﬂ;ﬂlin.astdnma ﬁ_vmware_ Security Group - Domain Local WMware Use
+- uilkin
: ﬁ _ wIware_user_ ser VMware Use

I:l Camputers

(3] Domain Cant ﬂ Adriniskrator Iser Built-in accol
s1-[B8 ForsignSecy ﬁCert Publishers Security Group - Domain Local Members of
(%) test ﬁDns.ﬁ.dmins Security Group - Domain Local DS Bdrinis
a Lisers ﬁDnsUpdaterx‘y Security Group - Global DS clients v

ﬁDDmain Admins Security Group - Global Designated :
ﬁDDmain Computers Security Group - Global Al workstati
ﬁDDmain Controllers Security Group - Global All domain cc
ﬁDDmain Isers Security Group - Global Al domain u:
ﬁGrDup Policy Creator Owners Security Group - Global Members in t

Guesk Iser Built-in accol
ﬁIIS_WF‘G Security Group - Domain Local 115 wiarker F

ﬁ IUSR_PRIME Built-in accol
ﬁ I'WamM_PRIME User Built-in accon
ﬁR.ﬁ.S and IAS Servers Security Group - Domain Local Serversin tb
L- -L [ RPN | B e ] 0 S |
T P | o

6) Right-click on IS user and select «Properties» from the menu.

TEF alest ser BIC-IN SCCol
mIIS_WPG Security Group - Domain Local 115 Worker F
L #§IUSR_PRIME Copy...
ﬁ TiAM_PRIME Add to a group...
ﬁR.ﬁ.S and IS Servers

Disable Account i Serversinth _
‘*T Reset Password, .. »
Mowe...

Open Home Page
Send Mail

Builk-in accon

i

et Far the current selection,

ol Tasks »

Cuk
Delete
Rename

Help

18
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7) Select « Member Of » tab in properties window and you will see what groups your IIS user belongs
to.

IUSR_PRIME Properties H |

Remote control I T erminal Services Profile I COk+
General I Addrezs I Account I Frofile I Telephones I Crganization
Member OF | Dial-in I Environment I Sezzions

ember of:
M ame Active Directory Folder
Diomain Uzers mynewtestdomain, com/U sers
Guests mynewtestdomain, comdB uiltin
Add... | Bemove |
Frimary group: Domain Uzers
e e There iz no ne,au:l ko chgnge Frimary group u_nless
= . " wou have Macintosh clients or POSE-compliant
applications.

k. I Canicel Smply

19
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8) Click on the «Add...» button and you will see «Select Group» window.

Click on the «Advanced...» button and you will see advanced select groups window (example shown on the
picture).

Click on «Find Now» button and you will see the list of all groups in your domain.
Find the groups named «Domain Admins», select them and click the «OK» button.

Note: you can use ‘Domain users’ group instead of the ‘Domain Admins’, just make sure that IIS users
have permissions to read AD. If you have other groups that can read AD, you may add IIS users into these
groups.

Select Groups EH

Select thiz object bupe:

IGrDups ar Built-in zecurity principals Object Types. ..

Erarn thiz location;

Imynewtestdu:umain.u:u:-m Locations...

Comman Queries |

Mamme: IStarts with j I Columns...

Find Mo

Description: | Starts with 7] |

" Dizabled accounts Shop
[T tonegpining password

[Vavg gince lazt [agom I 'I

& | [f LL

k. I Cancel

Search results:

Mame [ROM] | Dezcription | In Folder | -
ﬁ_vmware_ Whdware User Gr..  mynewtestdomai...
ﬁ.ﬁ.ccnunt Operators myrewtestdamai. .
ﬁ.ﬂ.dministratnrs ryrewtestdomai..
ﬁ Backup Operators myrewtestdaomai. . ||
ﬁ Cert Publizhers Merbers of thiz .. mynewtestdomai...
ﬁ Dnzddming DMS Admiristrat...  mynewtestdomai...
ﬁ DnzlpdatePromy DMS clients who...  mynewtestdomai...
i 0 omain Admins Dezignated admi...  mynewtestdomai...
ﬁ Dramair Compliters Al workztations ... mynewtestdomai...
ﬁ Darmain Contrallers All domain contr...  mynestestdomai...
ﬁ Dormain Uzers All domain users ryrewtestdomai.. LI
- . —_ —_ o . e e . o .

20
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9) You will see the simple «Select Group» window once again and «Domain Admins» group inserted in
the field (you can see it on the picture). Click the «OK» button.

select Groups EE

Select thiz object wpe:

IErn:nups or Built-in zecurity principals Object Types. .

From thiz location:

Imynewtestdnmain.u:nm Locations. .

Enter the object names to zelect [examples]:

Domain Adming Check Mames

PG

4

10) You will see that the «Domain Admins» group has been added to the «Member of» field. Click the
«OK» button.

IUSR_PRIME Properties H |

Remote control I T erminal Services Profile I COk+
General I Addrezs I Account I Frofile I Telephones I Crganization
Member OF | Dial-in I Environment I Sezzions
ember of:

M ame Active Directory Folder

Domain Adminz myrnewtestdomain, com/L zers

Domain Uzers mynewtestdomain, com/U sers

Guests myrewtestdamain. com/B uiltin

Add... | Bemove |
Frimary group: Domain Uzers
Eefs B Efian There iz no ne,au:l ko chgnge Frimary group u_nless
= g b wou have Macintosh clients or POSE-compliant
applications.

k. I Canicel Apply

Your IS user now has all permissions necessary to access Active Directory.

21



