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DeskAlerts software supported platforms
and pre-requirements

DeskAlerts software requires a Windows-based server to operate.
The client applications are available for:

Windows 7 (SP1) /8.1 /10 with IE 11 installed
OS X 10.12 (Sierra) or higher

Android 4.1 or higher

iOS 8.0 or newer

DeskAlerts Application server requirements

DeskAlerts Application server must be hosted on Windows Server, unless it's serving a rather
small audience (below 100 end users), in which case it can be installed on a generic Windows
box, with IIS installed on top.

Software requirements include:

e |IS (Internet Information Services) 7.5 or higher
e Windows Server 2012 or newer (2019 is supported)
ASP.NET 4.8

Hardware requirements depend on the number of end users connected to the system. Note that
for each number of users, there’s a recommended polling period value, i.e. how often the
desktop client apps will connect to the server and check for new content. If you wish to further
decrease the polling period, the server specs will have to be scaled up accordingly. If you wish
to use non-recommended values — contact DeskAlerts support for advice on scaling.



The default values can be found in a table below:

DeskAlerts Application server requirements

installation files +
1-2GB for log files

installation files +
2-4GB for log files

installation files +
4-8GB for log files

Number of users [ 1-600 600-2000 2000-10000 10000-20000+*
CPU speed 2GHz (2 coreor |3GHz (2 coreor |3GHz (4 core or |[3GHz or higher (8

higher) higher) higher) core or higher)
RAM volume 1GB 2GB or higher 4GB or higher 8GB or higher
Hard disk space |200 MB for 200 MB for 200 MB for 200 MB for

installation files +
8-20 GB for logs

Client poll 60 seconds 60 seconds 120 seconds 120-300 seconds
frequency
Network speed 80 Mbps 100 Mbps 150 Mbps 200mbps

*It's advised to perform the cluster server setup if the product audience exceeds 20.000 people.

DeskAlerts server application can share a single virtual or physical box with other applications. If
you plan to host the system in such shared environment — consult DeskAlerts Support regarding

the resource scaling.



https://docs.google.com/document/d/15t_ZKaioiahomKPoq8j41I_gqkLqLZdJFUK8OO6cZgM/edit#heading=h.5fg5k1gnnn0c

DeskAlerts Database server requirements

DeskAlerts Server application stores all its data in Microsoft SQL Server database, which can be
hosted on a dedicated or shared instance of MS SQL.

For smaller audiences (below 600 end users), SQL Express can be used, while Standard or
Enterprise edition is required for larger companies.

DeskAlerts software can operate with both Windows authentication to SQL Server and SQL
Server's own (mixed) authentication. However, if you do plan to set up Single Sign On
authentication for content creators at a later point, SQL Server own account MUST be used.

For the purpose of installing a new DeskAlerts server or applying server updates, this account
must be granted db_owner rights. In between such maintenance works, the elevated access
can be revoked and limited to db_datareader + db_datawriter.

Recommended hardware requirements for different audience sizes can be found below:

Number of 1-600 600-2000 2000-10000 10000-20000+*

users

CPU speed 1GHz 3GHz or higher 3GHz or higher 3GHz or higher

RAM volume 2GB 2GB min, 4GB 4GB min, 6GB 6GB min, 8GB
recommended recommended recommended

Hard disk 1-5 GB 5-10 GB 10-20 GB 20-50 GB

space

Hard disk 7200 RPM 7200 RPM 10000 RPM 10000 RPM

speed

SQL Server Express/Standard | Express/Standard | Standard Standard

Version

* For audiences above 20.000 end users, consult DeskAlerts support for scaling advice
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Step by step installation

Basic installation and configuration of DeskAlerts server usually takes a few hours — the time
depends on the specific environment configuration (proxies, firewalls, Active Directory policies)

Pre-installation steps

Before launching the DeskAlers Server installation script, you must ensure, that you have all
necessary accounts to perform the installation, and that your server has all necessary IIS
components installed. If you are installing a trial version, make sure that you got a valid trial key

from DeskAlerts Support.

IS components required to run DeskAlerts server

To successfully run DeskAlerts Server application on IIS, the following items will have to be

enabled (through Server Manager “add roles and features” wizard):

Fﬁ Add Roles and Features Wizard

Select server

Beforz You Begin

Installation Type

roles

Select one or more roles to install on the selected server.

Roles

] Volume Activation Services
4 (W] Web Server (IIS) (26 of 43 installed)
« @
4 (W] Commeon HTTP Features (5 of & installed)
| Default Document (Installed)
| Directory Browsing (Installed)
~| HTTP Errors (Installed)
| Static Content (Installed)
+| HTTP Redirection (Installed)
[] webDAV Publishing
4 (W Health and Diagnostics (1 of 6 installed)
+| HTTP Logging (Installed)
[ Custom Logging
[ Logging Tools
[] ODBC Logging
[] Request Monitor
[] Tracing
| (M Performance (1 of 2 installed)
[l Seruribe (5 AF @ installadl

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous | | Mext >

nstall Cancel
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Roles

[] Active Directory Certificate Services
W] Active Directory Domain Services (Installed)
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[C] DHCP Server
/| DINS Server (Installed)
[] Fax Server
4 [W] File and Storage Services (2 of 12 installed)
FRLINFile and iSCSI Services (1 of 11 installed
[+ File Server (Installed)
[] BranchCache for Network Files
[[] Data Deduplication
[] DFS Namespaces
[] DFS Replication
[] File Server Resource Manager
[] File Server VS5 Agent Service

[ iSCSI Taraet Server v

N A

[ Tracing
PRCINP=rformance (1 of 2 installed
| Static Content Compression (Installed)
[] Dynamic Content Comnpression
4 W] Security (5 of 9 installed)
|»#| Request Filtering (Installed)
«' Basic Authentication (Installed)
[ Centralized SSL Certificate Support
[+] Client Certificate Mapping Authenticatic
[] Digest Authentication
[ 1S Client Certificate Mapping Authentic
[] 1P and Domain Restrictions
[+] URL Authorization (Installed)
| Windows Authentication (Installed)
[ Application Development (Installed)
[ FTP Server
[ [m] Management Tools (3 of 7 installed)
[] Windows Deployment Services

WMhmd A Camene Crrnmbials Domnrimn - b

Roles

5 " i e i

] Fax Server
4 (M| File and Storage Services (2 of 12 installed)
4 (W] File and i5CSI Services (1 of 11 installed)
[+ File Server (Installed)
BranchCache for Network Files
Data Deduplication
DFS Mamespaces
DFS Replication
File Server Resource Manager
File Server WSS Agent Service
iSCSI Target Server
iSCSI Target Storage Provider (VDS and VSE
Server for NF5
[] Wark Folders
iR Storage Services (Installed)
[] Host Guardian Service

I

] Hyper-¥
[] MultiPoint Services
(B WPRPESSEUR Y | T L ) PSSR O St

Roles

|| Print and Document Services
] Remote Access
[ Remate Desktop Services
] Volume Activation Services
W] Web Server {1IS) (26 of 43 installed)
b [W] Web Server (23 of 34 installed)
p [] FTP Server
4 [m| Management Tools (3 of 7 instzalled)
[+ 115 Management Consaole {Installed)

[+] 15 6 Metabase Compatibility (Installed)
[] 15 6 Management Console
[ us & Scripting Tools
[ us 6wl Compatibility
& 115 Management Scripts and Tools (Installed)
[] Management Service
[1 Windows Deployment Services
] Windows Server Essentials Experience
[1 Windows Server Update Services

< ¥




Mz Add Roles and Features Wizard

Select features

Before You Begin
Installation Typs
Server Selection

Server Roles

Featuras

Features

DESKALERTS

INTERNAL COMMUNICATIONS SOLUTION

— O

Select one or more features to install on the selected server.

Description

D

[] Remote Differential Compression
4 (W] Remote Server Administration Tools (4 of 41 instal
i [] Feature Administration Tools
4 [W] Role Administration Tools (4 of 26 installed)
DS and AD LDS Tools (3 of 4 installed)
[+ Active Directory module for Windows P
I+ [« AD DS Tools (Installed)
[] AD LDS Snap-Ins and Command-Line T
v [] Hyper-V Management Tools
i [[] Remote Desktop Services Tools
I [ Windows Server Update Services Tools
i [] Active Directory Certificate Services Tools
[1 Active Directory Rights Management Servic
[] DHCP Server Tools
[/ DNS Server Tools (Installed)
[] Fax Server Tools
i [] File Services Tools
[[] Metwork Policy and Access Services Tools

~ Active Directory Domain Services
(AD DS) and Active Directory
Lightweight Directory Services (AD
LDS5) Tools includes snap-ins and
command-line tools for remotely
managing AD DS and AD LDS.

X

[T Drint amd Maciimant Sanicar Tanle W
¢ 3
< Previous | | Next > | | Install | | Cancel
Features Features
- L1 e e g wn v e
H E'r:d p‘:YSt | SME 1.0/CIFS File Sharing Support (Installed)
el e SME Bandwidth Limit
[] Failover Clustering % SMTP ;:rverl' o
[ Group Policy Management (Installed) b [] SNMP Service
LI VO Quality of Service ¥ Telnet Client (Installed)
| IS Hostable Web Core (Installed) ] TETP Client
E :;iiz':t pr”r::'“g Client EQPANY S [1 VM Shielding Tools for Fabric Management
ress Managemen erver WebDAV Redirect
[] iSNS Server service o ? i e _ur
] LER Port Moni [C] Windows Biometric Framework
O m art on:;]o[; IIS Extensi I [ Windows Defender Features (Installed)
w leﬂg?meﬁ g ata Ll ] Windows Identity Foundation 3.5
O M faonn at.IDﬂ ] Windows Internal Database
' 0 Mef%agehff“g“'”g 4 indows PowerShell (3 of 5 installed
0 M“Itflsz_t é [¥/] Windows PowerShell 5.1 (Installed)
! = N““ I'(”f ‘;“E’;El‘mr, [/ Windows PowerShell 2.0 Engine (Installed)
O » Emﬁr OaRe al Tcmg A ] Windows PowerShell Desired State Configurati
eer Name Resolution Protocol S
|+ Wind PowerShell ISE (Installed
|:| Quality Windows Audio Video Experience I:l W;:dﬁ ngrsh:” Wet[J r:ccess )
[] RAS Connection Manager Administration Kit (CM2 |, e T n e R v
P » £ >




Features

|| TFTP Client

[ VM Shielding Tools for Fabric Management
[] WebDAV Redirector

] Windows Biometric Framewaork

| Windows Defender Features (Installed)

1 Windows Identity Foundation 3.5

] Windows Internal Database

[m] Windows PowerShell (3 of 5 installed)

[] Windows Process Activation Service

] Windows Search Service

[1 Windows Server Backup

1 Windows Server Migration Tools

[] Windows Standards-Based Storage Management
[] Windows TIFF IFilter

] WinRM IS Extension

] WINS Server

[] Wireless LAN Service

LalWoWed Support (Installed

] ¥PS Viewer

DESKALERTS

INTERHAL COMMUNICATIONS SOLUTION

Features

. 4 [W] NET Framewark 2.5 Features (1 of 3 installed)

«f| .MET Framework 3.5 (includes .NET 2.0 and 3.0}
[] HTTP Activation
[] Mon-HTTP Activation
4 [W] NET Framewaork 4.6 Features (3 of 7 installed)
' .MET Framework 4.6 (Installed)
| ASP.NET 4.6 (Installed)
4 [m]
[] HTTP Activation
[l Message Queuing (M5MQ) Activation
[] Mamed Pipe Activation
[] TCP Activation
| TCP Port Sharing {Installed)
| Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Netwark Unlock
[] BranchCache
[] Client for NFS
[71 Containers

Another important pre-requirement is having .NET Framework 4.8 installed to support all latest

DeskAlerts features.

Accounts required to run DeskAlerts server installation

To run DeskAlerts server application you will require two main accounts - the one which will be
used as IIS application pool identity, and the one used for database connections. Here, you
have two options, depending on whether you're planning on setting Single Sign On access for

content creators.

Option 1. Single Sign On required

To set up DeskAlerts Single Sign On, you will need a separate SQL Server login to access
DeskAlerts database. For this, your MSSQL instance should support mixed authentication:

Selecta page

__,’@ General

_;,*9 Memony

ﬁ Processors

ﬁ Connections

& Database Settings
I ’@' Advanced

A Pemissions

8 Seript = [ Help

Server authentication

7 Windows Authertication mode
@ S0OL Server and Windows Authentication mode



https://docs.google.com/document/d/15t_ZKaioiahomKPoq8j41I_gqkLqLZdJFUK8OO6cZgM/edit#heading=h.22shgjl5djgq

Once the mixed authentication is enabled, create an empty database for DeskAlerts data, and a
new SQL login with db_owner access to it - this is sufficient to alter the database structure and
fill it with information.

Write down the access credentials for this newly created SQL login - it will be used during the
installation

The second account you’ll need is a service account with non-expiring password and local
admin rights on DeskAlerts Application server. It will be used in Application Pool ldentity
configuration later on.

Option 2. Single Sign On not required

If SSO is not required, you may use Windows account to connect to DeskAlerts database. It is
advised that the account you’re using to connect to database has local admin rights on
DeskAlerts Application server and a password that won'’t expire.

Once you have such service account, go to your MSSQL instance and create a new database
for DeskAlerts. Then, add the service account to the list of valid SQL Logins for this instance,
with the db_owner rights for the DeskAlerts database.

Later on, after running DeskAlerts Server installation package, you will also need to assign this
account as an |IS Application Pool Identity for the pool hosting DeskAlerts server application.

Some extra requirements for additional modules setup

Some of the DeskAlerts solution modules may have additional requirements, please check the
table below and verify if you may be missing something for one of the purchased modules:

Module Requirements
SMS Module SMS gateway you’ll be using should be accessible from DA server via
the TCP port required by its documentation — some firewall

configuration may be required

Screensaver Module | Employees’ screensavers must not be managed by Group Policy (it
will override any DeskAlerts changes)

Wallpaper Module Employees’ wallpapers must not be managed by Group Policy (it will
override any DeskAlerts changes)

10



RSS Module The RSS feeds used need to be accessible from the Application
server, since the RSS reader is the part of server application

Active Directory The AD domain controller should be accessible for LDAP requests via
module port 389 or 636 if LDAPS is used

Mobile alerts module | Push notification services of Apple and Google must be accessible
via ports 2195 and 443 respectively

11




Deploying DeskAlerts server

The package you received from DeskAlerts contains the installation package for DA server and
the DeskAlerts client builder. The server installer executable is named
DeskAlerts.Server.vx.x.x.x.exe, where x.X.X.x is a version number. To start the installation,
copy the file to Application server and launch it as Administrator.

As first two steps, you will be presented with the EULA and the form to enter your trial key if
you’re installing a trial version. If you don’t have a ftrial key yet, request it from DeskAlerts
Support or sales representative.

Next two steps after requirements verification prompt you to enter the IIS options and database
connection parameters. The IIS options include the DeskAlerts installation path (actual directory
where the software will be installed) and DeskAlerts URL (the link the publishers and client
applications will use to access the server dashboard). To avoid firewall and DNS-related issues,
it usually a good idea to check whether the server name automatically supplied here is
accessible from one of the potential employee workstations.

_J x|
ALERTS
Communication Center
Internet Information Services (IIS) Settings
Select your Web Site to install Deskdlerts
| Default Web Site |

Desk Alerts Installation Path

CAhinetpublwwwroot\9312 | |
Deskalarts URL

http://192.168.0.201/9312

The SQL server settings step will also perform a validation of all information entered. If you
encounter errors — check “Help” section in the installer window for hints.

On the database configuration stage, select a proper authentication type. Windows
authentication can only be used if you’re not planning to set up SSO authentication for content
creators.

12



Azure authentication should only be used if you're using MSSQL instance in the cloud, provided
by MS Azure as a service.

If you're using SQL authentication, use the login and password you created in Accounts
required to run DeskAlerts server installation

If you are performing a server update (database already exists), you will be prompted whether
you need to update the data in existing database, or drop it and create a new one. Click “Yes” to
keep all existing data, including messages history, user information etc.

Communication Center

SQL Server Settings

SQL Host, Example: yvourcompany'serverinstance
(locallsglexpress

Catabaze Mame, (Database will be created automatically)
49312

! Windows authentication @ SQL authentication Azure authentication
S0L Login
53
SQL Password
(L LR R L)

Next steps allow you to select the modules to install. Some of these modules also have installer
steps for additional configuration, but the module configuration can also be performed later,
from the web UlI.

After clicking through module configuration steps (if any of these were necessary), you will be
presented with the final step — click “Install” to launch the installation process. Depending on
your server performance and existing database size, the process might take up to 10-20
minutes.

If any errors occur during the installation, you will be presented with the installation log. Please
save this file and send it to DeskAlerts support using support@deskalerts.com

13
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If the installation completes successfully, you will be presented with a corresponding natification.
If this is a first installation on a clean database, you can use the default “admin” user with the
“admin” password to log in the product dashboard.

DeskAlerts Application Pool configuration

When installed, DeskAlerts Server Application will create a new Application Pool in IIS,
effectively isolating itself from other application that may be running on the same application
server. However, the application pool requires some configuration before the software is fully
functional.

First of all, set the “.NET CLR Version” setting to the highest available in your edition of IIS.

Advanced Settings ? X
v (General) A
NETCLR Version 08 :

Enable 32-Bit Applications False

Managed Pipeline Mode Integrated

Name DeskAlertsAppPool_b%a5a

Queue Length 1000

Start Mode OnDemand
v (PU

Limit (percent) 0

Limit Action NoAction

Limit Interval (minutes) 5

Processor Affinity Enabled False

Processor Affinity Mask 4204867295

Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model
Generate Process Model Event L

|dentity ApplicationPoolldentity

Idle Time-out (minutes) 20

Idle Time-out Action Terminate v
.NET CLR Version

[managedRuntimeVersion] Configures the application pool to load a
specific NET CLR version. The CLR version chosen should correspond to
the appropriate version of the .NET Framework being used by your applic...

oK Cancel

14
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Second, change the “Identity” parameter to the specific user, possessing local admin rights and
non-expiring password. If you’re using Windows authentication to connect to DeskAlerts
database - it should be the same account which you’ve set up as a db_owner.

One the application pool identity is set to the local admin user, go to DeskAlerts sub-site
Authentication feature in IIS manager, edit the Anonymous authentication settings and set it to
“application pool identity”

Connections . ]
Authentication

v 93 LAPTOP-223TNCO1 (LAPTOP-

gt Group by: No Groupin ™
-l Application Pools i - .

v .8 Sites Name Status Response Type
v & Default Web Site Anonymous Authentication Enabled
| aspnet_client ASP.NET Impersonation Enabled
v | DeskAlerts Forms Authentication Disabled HTTP 302 Login/Redirect
| admin
| enc
Edit Anonymous Authentication Credentials ? X

Anonymous user identity:

(O Specific user:

IUSR |

(@ Application pool identity

Multi-server configuration

For audiences over 20.000 end users, it is advised to set your servers up in a cluster
configuration to balance the load.

Alternatively, DeskAlerts can be set up in a multi-server configuration if you’re looking for some
extra redundancy or setting up a high availability environment.

DeskAlerts multi-server configuration is currently being reworked and therefore can be set up
only in presence of DeskAlerts Support engineer.

15



Desktop client applications configuration

DeskAlerts package contains a client application builder for Windows workstations, that enables
you to configure some options and choose which features will be available to the end users.
You can also build several versions of client applications with different sets of features available
and deliver them to different audiences (e.g. allow upper management to use “do not disturb”
mode, while leaving this option off for everyone else).

The client builder files are contained in archive named DeskAlerts.Client.vx.x.x.x.zip and must
be extracted before use.

Running the builder on the Application server running DeskAlerts is recommended, because this
way builder will store your choices for future use.

Run the file named Clientinstallation.exe to begin.

On the first step, put in your DeskAlerts URL (same as the one used during the server
installation):

-

{# ClientfAgent installation builder l = |iz-l

T Enter URL to the server
DESKALERTS  and vaidate Deskalerts server i configured

URL to DeskAlerts server:

Ntp:
[#] validate server is configured

URL to Backup DeskAlerts server (optional);

Help:
l Enter the URL where the DeskAlerts server was installed.
If you choose to validate it will check the server is configured.

[ Mext = ] [ Cancel
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The builder will check if DeskAlerts server exists at this URL before proceeding. The Backup
DeskAlerts Server URL can only be applied in Multi-server configuration

The next step contains several options related to different configuration - most of the time, some
settings will be disabled because no company needs them all. Disabled options are simply not
included in the package you've been provided.

This step give you an option to turn screensaver management feature on or off, as well as
letting you determine how this client application will handle end user registration:

1. If your end users have accounts in your AD - check the “Use Active Directory” box

2. If you checked previous option and the DeskAlerts Application Server cannot access
your AD domain (common for cloud-hosted DeskAlerts instances) - check “Use
Sync-Free Windows Active Directory” and set the sync period value (how often the
information about end user group membership has to be updated with DeskAlerts
system)

3. If your end users don’t have accounts in your AD, but you still want to register them with
the system automatically - check “Build Client/Agent with Computer Name module
support” - this will ensure that no end user interaction is required after client app is
installed, and you’ll be able to target them by workstation network name.

Make sure that the “Build Windows .msi installer” box is checked.

-

{37 Client/Agent installation builder o]

Modules and platforms settings

Bl =] ALE RTS If some options are disabled that means your license does not
incdude them and you need to contact sales @deskalerts.com

[ ] Use SyncFree Windows Active Directory Sync Period Yalue
[V]uUse Windows Active Directory: £ ety
Use Movell eDirectory

|se other LDAP Directory {Jike OpenLDAF)
[] Build Client/Agent with Computer Name module support
[¥] Build Client/agent with Screen Saver module support

[¥] Build Windows .msi installer
Build Mac 05 X installer
Build Linux Debian Padkage

Help:

Make sure the .MET Framewaork 1.1 or higher is installed on your computer, if you want to
build .msi installer.

< Back H Mext = ] [ Cancel

17



{; 'ALERTS

The next step, Installation options, allows you to select a few more options related to the client
presence in the end user’s system. It also allows you to specify some URL that will be opened

after the installation if you want to provide employees with some instructions or informational
message about their DeskAlerts client.

-

k77 Client/Agent installation builder R

e Install options
L) o ENALE RTS If some options are disabled that means your license does not
incdude them and you need to contact sales @deskalerts.com

[|icreate desktop shortout:
[ Hide uninstall from start menu
[ Hide uninstall from Add or Remove Programs

i [¥] Allow alerts on locked screens delivery {using service and for Windows Only)
[ open URL after update

http: /192, 168.0. 201/9312/after update.html

< Back ][ Mext = ] [ Cancel

Next step allows you to configure client interface options — affecting the features employee can
use. Usually, the “exit” and “uninstall” options are disabled, as well as “unobtrusive mode” — to
prevent the users from closing the app and missing the messages.

18
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-
{1 ClientfAgent installation builder

e Client interface options
|—) o Ix“-A-LE RTS If some options are disabled that means your license does not
incdude them and you need to contact sales @deskalerts.com

o 1y
Menu options:

[ Hide 'Uninstall' button [ Hide 'History' button
[ Hide 'Help' button [ Hide 'Options’ button

[] Hide 'Exit' button [] Hide 'Unobtrusive Mode' button

Poll Period Value

;

Date in alert window: Postpone parameters:
(@) Show creation date () Enable for all acknowledgement alerts
(71 Show delivery date (71 Enable only for not urgent alerts
() Don't show any date (@) Disable postpone
< Back ][ Mext = ] [ Cancel

The “postpone parameters” setting lets you determine whether people who are receiving alerts
with reading confirmation required are able to postpone the reading or have to acknowledge
your messages right away.

The “Poll Period Value” setting determines how often the client application checks for new
messages being available on the server. Increasing the polling period results in better server
performance, lower network traffic, but increased message delivery delay. The recommended
polling period values for different audience sizes are listed in DeskAlerts Application server
requirements

If you are using DeskAlerts Encryption module to protect your data in transit, you will be
presented with a screen to provide your encryption key you've earlier set up on DeskAlerts
server:

19



-
{t ClientfAgent installation builder

LUE oI ALE RTS Configure decryption settings

Decrypt key:

Decryption: (" Disabled on server @) Enabled on server

Help:

Make sure Decryption is enabled, if you use server with enabled Encryption module and
the Key is the same as on server.

[ < Back " Build ] [ Cancel l

If the keys on server and client won’'t match - the alerts will still arrive, but the content will be
distorted and unreadable.

After you build the client application installers, click on “Close” and the folder containing the
installation files will open automatically.

The MSI file you built is fully compatible with GPO and SCCM deployment. It can be deployed
silently using the /quiet or /qn parameter of the msiexec.exe utility. Once the initial deployment
has been completed, you can use Desktop clients auto-update feature to deploy client updates
without requiring a workstation reboot.

DeskAlerts client for Mac

At the moment, Mac client is not provided along with the Windows client builder and must be
assembled separately by DeskAlerts specialists.

In order to request your Mac client installer, you should provide DeskAlerts Support with the
configuration file taken from one of your Windows client installations. Once you’'ve determined
the optimal client app configuration, retrieve the Windows client configuration file located at
C:\Program Files (x86)\DeskAlerts\conf.xml and send it over to support so they can assemble
Mac client in its likeness.

If your environment doesn’t feature any Windows-based installations, just let us know:

1. Your DeskAlerts server URL

20



Your preference regarding the polling period time

Your preference regarding tray icon presence and options available to end user

Your message postponing policy

Your end user registration mechanism (AD synchronization, AD sync-free, Computer
name registration or self-registration by the end user)

6. Your encryption key (if used)

o koo

Mobile client apps management

DeskAlerts client apps for Android and iOS are available on Play store and Apple App Store,
respectively. In order to receive notifications through one of these, the end user must provide
two important options - DeskAlerts server URL and their access credentials - this is a one-time
process. If you are using AD integration, the app features a one-time association mechanism,
effectively binding the device to a certain AD username if the end user provides valid credentials
once. The credentials are being securely sent to DeskAlerts server (without storing them here)
and validated by making an LDAP(S) request to your AD domain.

If you are managing your employees’ devices through some sort of MDM tool, DeskAlerts
Support can provide a custom .apk or .ipa package to be deployed through it. It is
recommended to build the Server URL parameter directly into the installation package to
minimize the end user error probability.
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