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DeskAlerts SSO (Single Sign On) feature

DeskAlerts SSO feature enables the DA publishers and admins to log into the interface using their Active Directory credentials.
Important: DeskAlerts publisher account with the same username should already exist in the software and should have policy assigned.

DeskAlerts SSO feature conflict with SQL Server Windows Authentication

DeskAlerts SSO feature has a conflict with Windows Authentication to database, meaning that DeskAlerts should utilize local SQL Server
account to connect to database in order for SSO configuration to work. If you’re currently using Windows Authentication and want to switch it
to SQL account, first make sure that Mixed authentication mode is enabled on this SQL Server instance:
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Then, create a new SQL Login, with the DBO rights for the DeskAlerts and sysadmin role (required for the server installation, can be stripped
after for day-to-day software use).

Re-run the DeskAlerts server installation, specifying this new SQL login details on DB configuration step to switch the authentication type:

(™ Use windows authentication f* |Use SOL authentication

SQL Login
| New_5QL_logir]

SOL Password
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Enabling the SSO login via configuration file

In order to enable the SSO login, you will have to make changes to the web.config file located in the root of DeskAlerts site. You can open this
file using a text editor of your choice, such as Notepad++. The file should contain the appSettings section (some keys from a screenshot may
not be present):

[=] web .config B3 l

<?zxml wversion="1.0"2>
<configuration>
<appSettings>

L kA

<add kev="AD' wvalus='1l"' />
<add key='SCREENSAVER' value='1l' />
<add kev="WALLPAPER' wvalues='1l"' />

3AA Trar=TTTTT T EMDEPRE! —r=Toa=111 Fw
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You should add one more key to this file: ConfEnablelISAuth, so it will look like this:
[=] web corfig E3 IE corfiginc 9

<?xml version="1.0"7%>
E(cnnfigaratinnb
-l <appSettings>

L Ra

add kev="ConfEnableIIZAinth' wvalue='1" />
zadd kev="AD" wvalue='1' />

<add key='"SCREENSAVER' wvalue='1" />

<add kev="WALLPAPER' wvalus='1l"' />

FadAd orrx="TRTTIT 1T &"DRAPE" ralnrna="111 £
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Save the file. Now proceed with the authentication settings to finalize the SSO configuration.
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Adding a Windows Authentication feature

In order to configure this, you will need to add Windows Authentication feature via Server Manager — as it is disabled by default in Windows
Server 2012 installations. The feature you’re looking for is under Web Server > Security. Make sure that Windows Authentication is installed,

or install it.

DESTINATION SERVER

Select server roles e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection L i M tsvwanons i Security provides infrastructure for
4 [m] Web Server (IS} (25 of 43 installed) securing the Web server from users

4 [B] Web Server (21 of 34 installed) ke S

i [m] Commen HTTP Features (5 of & installed) appropriate authentication scheme

i+ [m] Health and Diagnostics (4 of 6 installed) based upon the role of the server.

b [M] Performance (1 of 2 installed) Filter all incoming reguests, rejecting
T T T without processing requests that
= (4 of 9 installed] match user defined values, or restrict
Regquest Filtering (Installed) requests based on originating
Basic Authentication (Installed) address space.

[] Centralized S5L Certificate Suppart

Client Certificate Mapping Authenticatig

[] Digest Authentication

[] 115 Client Certificate Mapping Authentic,

[] 1P and Domain Restrictions

[] URL Authorization

Windows Authentication (Installed)

i [m] Application Development (7 of 11 installed)
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Setting up Windows Authentication in IIS

To set up Windows Authentication, please open IIS manager and drill down to the DeskAlerts website section. It might look somehow like this:

“E

DESKALERTS

INTERNAL COMMUNICATIONS SOLUTION
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You will need to set up a certain authentication types for some parts of it, while leaving the others intact.

@ Features View E, Content View

;ﬂ Explore
Edit Permissions...

Basic Settings...

View Virtual Directories

Manage Application
Browse Application

Browse ™80 (http)

Browse *:443 (https)

Advanced Settings...

a Help

First of all, expand DeskAlerts root folder and click on “admin” directory underneath it. Then double click the “authentication” feature on the
right to expand the Authentication parameters:
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[T » WIN-TGOVRAKVOAP » Sites » Default Web Site » Deskllerts » admin  »

File  View Help

@ id |2 |8 | Authentication

— Start Page
g 9

Group by: Mo Grouping

DESKALERTS

INTERNAL COMMUNICATIONS SOLUTION

ﬁl Click here to learn how to
cenfigure Extended

Protection.

4 -85 WIN-TGQURAKVQ3P (RM-

----- @ Application Pools Name Status
4.6 Sites Anonymous Authentication Disabled

[}O Custom port ASP.MNET Impersonation Enabled
p &P Default Web Site Basic Authentication Disabled
b @ 215 Forms Authentication Disabled

Y

Response Type

HTTP 401 Chal
HTTP 302 Login

HTTP 401 Chal

b@ arrrgh : Windows Authentication Enabled

f> | aspnet_client
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b custom
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pﬁ admin
biﬁ AdminScrip
b ds

biﬁ encrypt | £ I m

f> - update o |
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Configuration: 'lecalhost' applicationHeost.config , <location path="Default Web Site/DeskAlerts/admin"»

Here, set the Windows Authentication to “Enabled” and Anonymous Authentication to “Disabled”.

Dizable

Advanced Settings...

Providers...

9 Help

Then, expand the “admin” folder on the left to make more changes for “Images” and “skins” folders underneath it. The files in these folders

should be accessible to all users regardless of authentication:
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T WIN-TGOVRAKVQ3IP » Sites » Default Web Site  » Deskdlerts » admin  » images »

File  View Help

e |7 |8 | Authentication -y

I - | Bermuda

bﬁ custom N
4. Deskhlerts Name Status Response Type @ Hep

Group by: Mo Grouping - Edit...

‘ﬁ admin Ancnymous Authentication Enabled

b -7 ActiveDi ASP.MET Impersonation Enabled

[}ﬁ admin | = Basic Authentication Disabled HTTP 401 Chal
- charts Forms Authentication Disabled HTTP 302 Legi
pﬁ create_b Windows Authentication Disabled HTTP 401 Chal
b7 css
b csv
bﬁ ffmpeg
(| images
b-[] img

B jscripts
b libs
. < B
biﬁ Manage .,

£ | m | | N |_ E Features View EI Content View

Configuration: 'lecalhost’ applicationHest.config, <location path="Default Web Site/Deskilerts/admin/images" =

For these two folders, set the Anonymous authentication to “Enabled” and Windows authentication to “Disabled”.
Important: it is crucial to set the anonymous authentication for both “images” and “skins” folders — make sure you’re not forgetting one.
After the authentication is set up, restart [IS. Now you should be able to log into the publisher dashboard using Windows credentials, as long

as you already have an account with the same username in the system. If you will need to revert the changes — enable the Anonymous
authentication for the “admin” folder again, while disabling the Windows auth.
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